
Port 443 (outbound) to the internet must be opened for:
protime-api.customexchange.net
protime-blob.customexchange.net
firmware.customexchange.net
*.gtconnectedservices.com
*.azure-devices-provisioning.net
*.azure-devices.net
*.blob.core.windows.net
 sec***.devicechannel.net (*** is the database number you will receive)
protimesvass1.gtl.biz (XMPP)
Port 123 (UDP) to the internet must be opened for:
pool.ntp.org (optionally)
Unauthenticated pass-through is required in proxy- or firewall
Port 5671:
*.azure-devices-provisioning.net
*.azure-devices.net
 

Database Servers

Application Servers

Web Servers
(load balanced)

Parallels Servers
(load balanced via Gateway)

ePremium Parallels Portal

Protime SFTP Location

Connector Framework

File based integration

API based integration 

Time & access terminals

SSL (443)

SSH File Transfer Protocol - SHA 256 (22)

SSL (443)

Protime Datacenter Customer

Port 443 (outbound) to the internet must be opened for: 

*.myprotime.be

*.myprotime.eu

SSL (443)

SSL (443)

Port 443 (outbound) to the internet must be opened for:

ePremium Parallels Portal & Gateway
https://applications.myprotime.eu/*
(91.216.238.153)

F5 + ISAM
Firewall- & DDOS protection

ProTime
ProTeam

MyProtime

SSL (443)
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